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KCELL SECURITY DIRECTIVES

1 Description

This document (the “Security Directives”) describes the security
requirements applicable to Suppliers (as defined below) and
other identified business partners to the Kcell JSC. Additional
security requirements may apply in particular cases if agreed by
involved parties.

JUPEKTHUBBI 110 OBECIIEYHEHUIO BE3OITACHOCTHU
AO «KCEJLJI»

1 Onncanne

Hacrosmmit  noxkyment  ("upekTuBRI 1O  0OecCneYeHHIO
OeszomacHocTu") omuchiBaeT TpeOoBaHHA 10 OE30IaCHOCTH,
npuMeHnMbIe K [locTaBumkaM (COTIacHO ONPEAEIEHHIO HIKE), a
TaKXKe OIpeneleHHBIM JaeloBbiM maptHepam AO “Kcemr”.
JomomauTtenpHble  TpeOoBaHMSA 1O  0€30IacCHOCTH  MOTYT
NPUMEHATBCS B OTICNBHBIX CIy9asX IPU HATWIUU COTIACHS
BOBJICUCHHBIX CTOPOH.

2 Definitions

1. “Agreement” shall mean the agreement between Kcell JSC
and Supplier or other identified business partner to the
Kcell JSC under which the Security Directives apply, and
to which the Security Directives are part thereof.

2.  “Kcell’s Data” shall mean data or other information that
the Kcell, or a person acting on behalf of the Kcell, makes
available to the Supplier, and the result of Supplier’s
processing of such data.

3. “Information Processing Facilities” shall mean any
information processing system, services or infrastructure, or
the physical locations housing them.

4. “Log” shall mean to record details of information or events
in an organized record-keeping system, usually sequenced
in the order in which the information or events occurred.

5. “Personal Data” shall, subject to local, applicable
mandatory law.

6. “Services” shall mean the services to be provided by the
Supplier to the Kcell, or a person acting on behalf of the
Supplier as further defined in the Agreement between the
parties.

7. “Supplier” shall refer to the counter-party who supplies
any kind of deliverables to Kcell identified as “Supplier”,
“Vendor, “Partner” or the equivalent in the relevant
Agreement.

8. “Supplier Personnel” shall mean any person working on
behalf of the Supplier such as employees, consultants,
contractors and sub-suppliers.

9. “Security Control” shall mean a technical
countermeasure, an organizational setup or a process, that
helps to maintain IT systems security-quality properties.

10. “Security Incident” shall mean a single or a series of
unwanted or unexpected security events that have a
significant probability of compromising business operations
and threatening security.

11. “Sensitive Products” and “Sensitive Services” shall mean
any product or Services defined as sensitive by the Kcell.
Sensitive Products or Sensitive Services shall be clearly
documented in the applicable Agreement.

2 OnpepneJieHust

1. “Coraamenne” o3HadaeT cormamenue mexay AO “Kcemr”
n IloCTaBUIMKOM WIM JPYrMM YCTaHOBJIEHHBIM OH3HeC-
naptaepom AO “Kcenmn”, B COOTBETCTBUH C KOTOPBIM
NpUMEHSIOTCST  J{UpeKTHBBI 10 0E30IacHOCTH M YacCThIO
KOTOPOT'O OHH SABJISIOTCS.

2. “Naunbie Kcell” o3nmagaer jgaHHBIE WM JAPYIYIO
undopmanuto, xoropyto Kcell, unu nuio, neiictBytomee ot
umenu Kcell, mnpemocrasnser mnocraBiimKy, a TakKe
pe3yabpTaT 00pabOTKH TaKUX JaHHBIX [10CTaBITHKOM.

3. “CpencrBa 00padoTku uHpopMAamUH” O3HAYACT JIOOBIC
CHCTEMBI, YCIIyTH WIH WHPPACTPYKTypy 1O 00paboTke
HHPOpPMANH, WK (PU3MYSCKUEC TMOMEIICHUS, KOTOPHIX OHH
pa3MeIaTCs.

4. “BecTH y4yeT” O3HAYaeT 3alUCHIBATH JETAIM WH(pOpMAIUU
UMM COOBITHA B CHUCTEME Yyd4eTa; Kak IpaBWiIo, B TOI

MOCJIE/IOBATENILHOCTH, B~ KOTOPOH  BO3HMKAeT  Takas
nHGOPMALUS WIH COOBITHE.
5. “IlepcoHa/ibHBIe [aHHbIE”, C Y4eTOM MPHUMEHHUMOIO

o0s3aTenbHOTO 3aKoHOAaTenbeTBa PecyOnmkn Kazaxcras.

6. “Ycayrn” o3HauaeT YCIIyrH, OKa3biBaeMmble [locTaBIIMKOM
xomanun Kcell, win aumom, NEHCTBYIOIMM OT HMEHH
[TocTaBmuka, B COOTBETCTBHM  C  ONpE/AEICHHEM,
npuBeIeHHBIM B COTIaIlIeHNH MEX Ly CTOPOHAMHU.

7. “IlocTaBIIMK” O3Ha4aeT KOHTPAreHT, OCYIIECTBISFOIINI
nocraBku kommanuu Kcell; Takke mmenyercst "Ilponaserr”,
"[TapTHepoM" WIM HMEEeT WHOE DSKBHBAJICHTHOE Ha3BaHHE,
OTIpesielIeHHOe COOTBETCTBYIOMMM CornalieHnem.

8. “Ilepconan IlocraBmmka” o3Hauaer Ji00OE  JIMIIO,
paboratormee ot umeHn IlocraBmumka  (pa®oTHHKH,
KOHCYJIbTAHTBI, CyONOAPSITYUKI | T.]1.).

9. “KonTpoab 0e30macHOCTH’ O3Ha4YaeT TEXHUYECKHUE MEpbI
MPOTUBOACHCTBUS, OPraHM3ALMOHHYIO  CTPYKTYpPY  HIIH
nporecc, IMO3BOJISIIONIMN  MMOJ/IEPKUBATh  HEOOXOANMBIE
TEXHUYECKNE W KayeCTBEHHBIE Mapamerpbl Oe3omnacHoctu IT-
CHCTEM.

10. “UuumaeHT WHQOPMANMOHHON 6(e30MacHOCTH” O3HAYaeT
SAMHUYHOE WIIM CEPHI0 HEXKEJATEIbHBIX I HEOXKHIaHHBIX
cOOBITHIT 0€30TTACHOCTH, CO3JAIOIINX BBICOKYIO BEPOSTHOCTD
YXYIIICHUS 3KOHOMHYECKOH NEesATeIbHOCTH OPTaHM3alud M
YTPO3bI ee 6€30MacCHOCTH.

11."Crparernueckue ToBapbl' u "Crparernyeckue ycayru'
O3HayaeT JII000H NPOXYKT WM YCIyru, OIpEeAeICHHbIC
kommanueit Kcell kak crparermyeckue. Crpareruueckue
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TOBapLI/ yciayru JOJI?KHBI 6LITL YETKO YKa3aHbL B

COOTBETCTBYIOLIEM CornanieHuu.

3 Scope
The Security Directives apply when:

1.
2.
3.

The Supplier will process Kcell’s Data.
The Supplier will access Kcell’s premises.
The Supplier will access Kcell’s network or IT systems

including remote access.

4,

The Supplier will handle Kcell’s information

processing equipment.

5.
Sensitive Products and/or Sensitive Services and

The Kcell has deemed the Supplier as a provider of
identified

Supplier as such under the relevant Agreement.

3 ObJacTh NpUMeHeHus
JlupexTuBsl 1o obecredeHno 6e30IIacCHOCTH MPUMEHSIOTCS IPU:

1.
2.
3.

o0pabotke IToctapuukom nannbix Keell;

HaxoxaeHuu [TocraBuirka Ha Teppuropuu Keell;
npenoctasieHnn [loctaBoky moctyma kK cerssMm u |T-
cuctemam Kcell, B Tom umciie uepes ymnaneHHBIH T0CTY,
ucrnonb3oBaHun llocTaBmukom o0OopymoBaHUS 00pabOTKH
uapopmanmu Kceell;

npu npuBieueHun [locraBmuka kommanueit Kcell B
KadecTBe HpoBaigepa CTpaTernyeckux TOBApOB W/ HIH
CrpaTern4eckux yciyr Ha OCHOBAaHMH COOTBETCTBYIOLIETO
JIOTOBOPA.

4 The Supplier’s overall responsibility

1.

2.

The Supplier is fully responsible for the Supplier
Personnel’s compliance with the Security Directives.

The Supplier shall implement the measures required to
ensure compliance to the Security Directives prior to
commencing any assignment for the Kcell.

The Supplier shall, at the request of the Kcell, inform the
Kcell how the Supplier complies with the Security
Directives and what measures the Supplier has taken to
comply with the Security Directives.

The  Supplier  shall  inform  the  Kcell at
speakup@kcell.kz about any Security Incident
(including but not limited to incidents in relation to the
processing of Personal Data) as soon as possible but no
later than within 24 hours after the Security Incident has
been identified. See incident management bellow.

The Supplier shall guarantee that any processing of Kcell’s
Data will be compliant with the Security Directives.

The Supplier shall return or destroy (as determined by the
Kcell) any Kcell’s Data and the copies thereof. The
Supplier shall confirm in writing to the Kcell that the
Supplier has met this requirement on termination of the
Agreement or at the request of the Kcell.

The Supplier shall not allow any access to Kcell’s Data (it
may also concern new, extended, updated, prolonged or in
any other way changed real-time network access) in breach
of the Agreement to any party without prior written
approval by the Kcell.

4.IToJtHAst OTBETCTBEHHOCTh nmocraBlIuKa

1.

[TocTaBmIKK HECET MOJHYIO OTBETCTBEHHOCTH 3a COOJIIO/ICHUE
nepconanom [loctaBmmka JlupekTuB 10 oOecTeueHuto
6e3omacHoCTH.

[TocraBuiMk 00s3aH OCYIIECTBHTH MEpbI, HEOOXOIUMBIC VIS
obecriedyeHns] COOTBETCTBHS J{MpEKTHBaM IO OE30MACHOCTH
nepesl HavyaioM BBINOJIHeHUs 1r00oro 3ananus 1t Keell.

[To tpeboBanuio Kcell, TTocrasiink 06s3aH HHPOPMUPOBATH
Kcell o Tom, kak obecnieunBaercs codutonenue upeKTus 1o
0e30MacHOCTH U Kakue Mepbl ObUTM NPUHATHI [locTaBIIMKOM
Juisi 00eCTeYeHusI COOTBETCTBUS TpeOoBaHUsIM [IMPEKTUB 110
6e3omacHocTH.

[MocraBumk o6s3an yBemomisate Kcell mo anextporHOMY

azpecy speakup@kcell.kz o 00X MHnmMmeHTax
Oe3omacHOCTH (BKJIFOYAs, HO HE OTPaHUYNBASICh, HHIIUICHTHL,
CBs3aHHBIE ¢ 00paboTkoii [lepcoHaNbHBIX IaHHBIX) B
KpaTJaiinie cpoKH, HO He MTO3/IHee, YeM B TeueHHe 24 JacoB
nocne oOHapyxkeHuss Mummmenta OezomacHOCTH. CM.
MHGOPMALIUIO TI0 YIIPABICHHUIO HHIIUCHTAMHU HIXKE.
[TocTaBmuk rapa"Tupyer, 4to Jrobas obOpaborka JlaHHBIX
Kcell Gymer ocyuiecTBiasTh B CTPOrOM COOTBETCTBHH C
JlupexTuBamMu 1o 6€30MacHOCTH.

[MocraBuk  00s3aH  BEPHYTh WM  yHHYTOXHUTH (Ha
yemorpenne Kcell) mobsie danusie Kcell u ux xomum.
[MocraBumk o6s3an  npencraButh Kcell  mucemennoe

MOATBEPXKJICHNE NCIIOJHEHUs JaHHOTO TpeOOBaHUS B Cilydae
npekpanieHny CornanieHus wi o Tpedosanuo Kceell.
[TocTaBmuK HE JMODKEH MPEJOCTaBISITH TPETHUM JIMIAM
goctyn  k  Jlamneim  Kcell (B ToM uymcie  HOBBIH,
paciMpeHHbIi, 0OHOBJICHHBIH, MPOTOJKUTEILHBIN HIJIM WHOM
(hOpMBI TOCTYI K CETH B PEXHMME pEalbHOrO BPEMEHH) B
HapyIIeHne Cornamienns 6e3 MpeABAPUTEITHLHOTO
MHCHMEHHOTO 0,100penus co cropousr Kcell.

5. Security Requirements
5.1 Risk management

1.

2.

The Supplier shall identify security risks and take necessary
actions to control and mitigate such risks.

The Supplier shall have documented processes and routines
for handling risks within its operations.

The Supplier shall periodically assess the risks related to

5.TpedoBanust 6e30MacHOCTH
5.1 YnpagJjieHue puckaMu

1.

[TocTaBmmk  00s3aH  BBIIBISATH PUCKM B 00JacTH
0e30macHOCTH W INPHUHUMATh HEOOXOIWMBIE MeEphl IS
KOHTPOJISI U CHI)KEHHSI TAKUX PHUCKOB.

[TocTaBmk 00s13aH MMETh JOKYMEHTAJIBHO O(GOpMIICHHbBIE
MpoLEcChl M MPOLEAYpPHl 10 00pabdoTKe PUCKOB B paMKax
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5.21

information  systems and and

transmitting information.

processing,  storing

nformation security policies

The Supplier shall have a defined and documented
information security management system (ISMS) including
an information security policy and procedures in place,
which shall be approved by the Supplier’s management.
They shall be published within Supplier’s organization and
communicated to relevant Supplier Personnel.

The Supplier shall periodically review the Supplier’s
security policies and procedures and update them if
required to ensure their compliance with the Security
Directives.

5.3 Organization of information security

1.

2.

The Supplier shall have defined and documented security
roles and responsibilities within its organization.

The Supplier shall appoint at least one person who has
appropriate security competence and who has an overall
responsibility for implementing the security measures under
the Security Directives and who will be the contact person
for Kcell’s security staff.

5.4 Human resource security

1.

The Supplier shall ensure that the Supplier Personnel
handles information in accordance with the level of
confidentiality required under the Agreement.

The Supplier shall ensure that relevant Supplier Personnel
is aware of the approved use (including use restrictions as
the case may be) of information, facilities and systems
under the Agreement. Kcell has the right to request a signed
receipt from each and every Supplier Personnel stating that
he or she has understood and will comply with the Security
Directives and the approved use of information, systems
and facilities.

The Supplier shall ensure that any Supplier Personnel
performing assignments under the Agreement is
trustworthy, meets established security criteria and has been
subject to appropriate screening and background
verification.

The Supplier shall provide Kcell in advance with a list of
all the Supplier’s employees, consultants, contractors and
other individuals working under the Supplier’s
responsibility who are performing services under the
agreement, containing name, personal identity number and
contact information such as telephone number and e-mail
address (“the Supplier’s Personnel List”) and shall keep
such list updated at all times during the period of the

CBOEH J1EATEIbHOCTH.

[TocTaBmuK JOKEH TEPHOJUYECKH MPOBOAUTH OLCHKY
PHCKOB, CBSI3aHHBIX C HMH(OPMAIMOHHBIMH CHUCTEMaMH |
00paboTKOii, XpaHEeHHEM U Tiepeiadeii nHPpopMaruy.

5.2 MonTuku B 061acTH HHPOPMAIMOHHOI 0e30MacHOCTH

1.

[TocTaBmuk  JOMKEH  HMMETh  pa3pabOTaHHYIO "
JOKyMEHTaIbHO  O(OPMIICHHYIO  CHCTEMY  YIPABICHUS
nHpopMannonHoi Oe3omacHocThio (CYUDB), B TOoM umcie
JEUCTBYIOIIYI0 MOJUTHKY M MPOLEAYpPHl MO 00ECHEYECHUIO
MHPOPMATMOHHON 0e301acHOCTH, YTBEpIKICHHBIC
pykoBoxactBoM IlocraBmuka. Takue DOKYMEHTBI JOJKHBI
OBITH OIMyOJIMKOBaHBI HA BHYTPeHHUX pecypcax [locraBuiuka
W JIOBEJICHBI 10 CBEJCHHUS COOTBeTCTBYomero Ilepconarna
ITocTaBiuka.

[TocTaBmIMK  JO/DKEH — MEPHOAMYCCKH  [EpecMaTpUBATh
MOJIMTUKY MW Tpolenypbl B ob0macTu 0e30MacHOCTH U
OOHOBIISITH WX B Cilydyae HEOOXOAMMOCTH B  LEIsX

00eceYeHUsT UX COOTBETCTBUS I[I/IpeKTI/IBaM 0e30IMaCHOCTH.

5.3 Opranmn3anus nHpopManHOHHON 6€30MACHOCTH

1.

[locTaBmIMK  JOKEH  ONPENENIUTh U
3aKpeNHUTh PONH W  OOS3aHHOCTH  TIO
0e30MacHOCTH B paMKaX CBOCH OpTraHU3aIIHH.
[TocTaBUIMK AOJKEH HAa3HAUYMTh, 10 MEHbIIEH Mepe, OJHOTO
YyesIoBeKa, OO0Jafaron(ero HajJjieKallel KOMIETEHIUEH B
obnmacTu 0e30MacHOCTH, KOTOPBIH OyAeT HEecTH OOIIyIo
OTBETCTBEHHOCTh 3a OCYIIECTBIIEHHE Mep O0e30MacHOCTH B
COOTBETCTBUU ¢ JlupeKkTrBaMu 1Mo 0€30MacHOCTH U SBISTHCS
KOHTAKTHBIM JIALIOM ISt COTPYIHUKOB CITY OBl
6e3omnacuoctu Kcell.

JIOKYMEHTAJIbHO
obecrneyeHnio

5.4 Obecnieyenne He30MaACHOCTH MEePCOHANA

1.

[MocraBmuk moymkeH odecreynTs, uto [lepconan [TocTaBmuk
OCYIIIECTBIIIET 00pabOTKy WH(pOpPMAIMKH B COOTBETCTBUU C
YpOBHEM  KOH(UICHIMATHHOCTH,  yCTAHOBJICHHOW B
CornaneHuH.

[TocTaBmuK M0MKEH OOECTIEYUTh OCBEJOMIICHHOCTH CBOETO
[Tepconana o pa3peneHHoM UCIIOJIb30BaHUM (B TOM YHCTIE, B
3aBHCUMOCTH  OT  OOCTOSITENbCTB,  OTPAHHYEHUH B
UCTIONB30BAaHNM) HHGPOpPMAIMU, CPEACTB M CHCTEM B
coorBercteun ¢ Cormarmrennem. Kcell Bnpase motpe6oBath
MPEJOCTABIEHHs] COOTBETCTBYIOLIEH PACHUCKH OT KakI0Tro
paboranka IlocraBmmpka B TOM, YTO OHM O3HAKOMIICHBI,
MOHUMAIOT W 00sByloTCs coOmronarh J{MPEKTHBHI 110
0e301acHOCTH M HCIIOJb30BaTh MH(OpPMANHNIO, CpelcTBa H
CUCTEMBI TOJBKO B Pa3pPEIICHHBIX LEIAX.

[TocTaBmMK JIOJKEH rapaHTUPOBaTh, 4YTO JIIOOOH €ro
pabOTHMK, TPHUBICYCHHBIH K BBIMOJHCHUIO 3aJaHUS 10
CornamieHuro, ABTISICTCS HaJIe)KHBIM, OTBEYAeT
YCTAHOBJICHHBIM KpUTEpUSAM OE30MacHOCTH W MPOIIEIN
COOTBETCTBYIOUTNH CKPHHUHT U MIPOBEPKY JIMIHBIX JAHHBIX.
IMocraBmuk momkeH 3apaHee mpenoctaButh Kcell crmmcok
BCEX COTPYAHMUKOB, KOHCYJIBTAHTOB, HOAPSIIYNKOB H APYTHX
mun  [loctaBmyka, pabOTAOMUX IO OTBETCTBEHHOCTH
[locraBmuka, MNPEAOCTABIAIONIMX YCIYTHM 10 JOTOBOPY.
Crnucoxk JOMKEH COAep:kKaTh UMS, JIMYHBIM KOX H
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agreement in question. The Supplier’s Personnel List may
at any point in time be used by Kcell in audit situations as
reference to verify the validity of issued access rights
towards Kcell’s IT-systems or premises.

The Supplier shall ensure that Supplier Personnel with
security responsibilities is adequately trained to carry out
security related duties.

The Supplier shall provide or ensure periodical security
awareness training to relevant Supplier Personnel. Such

Supplier training shall include, without limitation:

a. How to handle customer information security (i.e. the
protection of the confidentiality, integrity and
availability of information);

b. Why information security is needed to protect
customers information and systems;

¢. The common types of security threats (such as identity
theft, malware, hacking, information leakage and
insider threat);

d. The importance of complying with information
security  policies and  applying  associated
standards/procedures;

e. Personal responsibility for information security (such
as protecting customer’s privacy-related information
and reporting actual and suspected Security Incidents).

The Supplier shall ensure that the Supplier’s Personnel

performing tasks for Kcell are aware of the confidentiality

obligations for telecommunication data and business
information related to the assignment, as well as the
approved use of information, facilities and systems. The

Kcell has the right to request signed receipt from the

Supplier’s Personnel stating that the individual has

understood and will comply with the obligations, accepted

use of systems and facilities.

5.5 Asset management

1.

The Supplier shall have a defined and documented asset
management system in place, and maintain up-to-date
records of all relevant assets and their owners. Information
assets include but are not limited to IT systems, backup
and/or removable media containing sensitive information,
access rights, software and configuration.

The Supplier shall label, treat and protect information
according to a pre-defined information classification system
in accordance with valid security standards at that time
(including removable media storage, disposal and physical
transfer).

KOHTaKTHYI0 MH(oOpManuio, Takylo Kak HoOMep TeiedoHa H

aapec  anekTpoHHo  mouTtshl  (“Cmnmcox  Ilepconana

[TocraBmuka”), n IlocTaBIIMK JOKEH BHOCHTH B CIIMCOK

W3MEHEHHs B J1I000€ BpeMs B TEUCHHE CpOKa JCHCTBUS

nmoroBopa. Criucok [lepconana [TocTaBuiuka MOXKET B JIF000

MOMEHT BpeMeHH ObITh Hcmomb3oBaH  Kceell mpm

OCYIIECTBICHUN MPOBEPOK B KAYECTBE CCHUIKHU JIJIS MIPOBEPKH

JIEHCTBUTENILHOCTH IPENOCTABIECHHBIX NpaB goctyna k IT-

cucremam mian noMerennsm Kcell.

[ocTaBmuk nomkeH obeceunTh mpoxoxaeHue [lepconamom

[TocTaBmuka, OTBEYAIOIIETO 3a 0€3011acHOCTB,

HE0OX0AMMOro 00yUeHHs1 TSl HAJUIeKAIIEr0 OCYIECTBICHUS

CBOMX 00s13aHHOCTEH 10 06ecIeueHHI0 0e30MacHOCTH.

[TocTaBmuk 10KEH 00ECTeUnUTh MPOBENEHUE PETYISIPHOTO

oOyueHns 10 0€30MacHOCTH Ui  COOTBETCTBYIOIIETO

[lepconana mnocraBmmka. Takoe oOy4deHHE — JOJKHO

BKJIIOUATh B ce0s1, 0€3 OTpaHNyuCHNs, CIEAYIOIee:

a. Kax obecrieuntsh WHPOPMAIMOHHYIO OE30MAaCHOCTD
KaueHTa  (T.e.  3amyra  KOH(MAECHIHAIBLHOCTH,
LEIIOCTHOCTH U JIOCTYITHOCTH HH(POPMAIINN);

b. TIloyemy HeoOxonuma MH(pOPMALMOHHAs OE30MACHOCTD
JUISL 3aIIUTHI MHPOPMAITH U CHCTEM KJIMEHTOB;

Cc. OOmue TuIBl yrpo3 6e30macHOCTU (Hampumep, Kpaxa
JIMYHBIX JaHHBIX, BPCAOHOCHBIC IPOrpaMMBbl, XaKEpPhI,
yTeuka HH(OopMaIy U BHYTPEHHSIS yTpo3a);

d. BaxsHoCTb COOJIOJEHMS MOJUTHKH HMH(POPMAI[MOHHON
0€e301acHOCTH u MMPUMECHCHUA COOTBETCTBYIOLINX
CTaHIapTOB/TPOIIEAYD;

e. [IlepconanmbHasi OTBETCTBEHHOCTH 32 MH(OPMAIIMOHHYIO
0e30omacHOCTh (HampuMmep, 3allnTa JIMYHBIX JIAHHBIX
KJIMEHTa, a Takke MHQOPMHPOBaHNE O (PAKTUYECKUX M
MIPEATIOIAraeMbIX CITydasX HapyIIeHHs 0€3011acHOCTH).

[TocTaBmuk  1ODKEH ~ 00ECHEYUTh  OCBEAOMIIEHHOCTD

[Tepconana [locraBmivka, BBIMOJHAIOMIETO 3aJaHUS IS

Kecell, 00 00s13aTeNbLCTBAX o COOJIIO ICHHIO

KOH(i)I/IZ[CHHI/IaHI)HOCTI/I TCJIICKOMMYHUKAIIMOHHBIX HJaHHBIX U

6m3Hec-nH(pOpPMAIUK, CBI3aHHBIX C 3aJaHHEM, a TaKke 00

YTBEPKAEHHOM HCIOJIb30BaHUM HH(POPMALUHU, CPEACTB |

cucrem. Kcell Bnpase notpe6oBath pacrnucky ot Ilepconana

[TocTaBmyka B TOM, 4YTO BCe pabOTHHKM IIOHMMAOT |

00s13y10TCSl cOOIIOAaTh 0053aTeNbCTBA 110 HCIIOJIB30BAHUIO

CHCTEM U CPECTB B Pa3pEIICHHBIX HETIsX.

5.5 Ynpasiienne akTuBamMun

1.

[TocTaBmUK JODKEH MMETh TOKYMEHTaJIbHO O(OPMIICHHYIO
1 JCUCTBYIOLIYIO CUCTEMY YINpaBICHUSI aKTHUBaMH, U BECTU
CBOEBPEMEHHBIN y4eT BCEX COOTBETCTBYIOIIUX aKTHBOB U MX
BIaienblieB. MHPOpMAIIMOHHBIE aKTHUBBI BKIIIOYAIOT B CceOs,
HO HE OrpaHWYMBAIOTCSI WMH, |T-cucreMbl, pe3epBHOE
KOIUPOBaHWE W / WIM ChEMHBIE HOCHTENH, COJEpKallnue

KOH(MUIEHIMATbHYI0 ~ MHQOpMalMio, TpaBa  JOCTYIa,
porpaMMHOe o0OecredeHre 1 KoHPHUrypanunon.
[MocraBmumk  00s3aH  MapKUpoBaTh, OOpamatbCcs |

oOecrieynBaTh 3allUTy HWHPOPMAIUU B COOTBETCTBUU C
3apaHee  ONPENCICHHOW  CHUCTEMOH  KiIacCU(UKAIUH
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5.6 Access control

1.

5.7
1.

5.8
1.

The Supplier shall have a defined and documented access
control policy for facilities, sites, network, system,
application and information/data access (including physical,
logical and remote access controls), an authorization
process for user access and privileges, procedures for
revoking access rights and an acceptable use of access
privileges for the Supplier Personnel in place.

The supplier shall have a formal and documented user
registration and de-registration process implemented to
enable assignment of access rights.

The Supplier shall assign all access privileges based on the
principle of need-to-know and principle of least privilege.
The Supplier shall use strong authentication (2-factor) for
system administrators or other high privilege users,
including remote access users, when working with systems
that contain Kcell’s Data.

The Supplier shall ensure that the Supplier Personnel has a
personal and unique identifier (user ID), and use an
appropriate authentication technique, which confirms and
ensures the identity of users.

The Supplier shall inform Kcell without undue delay about
changes in the Supplier’s Personnel having access to Kcell
information.

Cryptography

The Supplier shall ensure proper and effective use of
cryptography on information classified as confidential and
secret (such as Personal Data) in accordance with the
Kcell‘s confidentiality classification scheme as further
detailed below.

The Supplier shall protect cryptographic keys.

Physical and environmental security

The Supplier shall protect Information Processing Facilities
against external and environmental threats and hazards,
including power/cabling failures and other disruptions
caused by failures in supporting utilities. This includes
physical perimeter and access protection.

The Supplier shall protect goods received or sent on behalf
of the Kcell from theft, manipulation and destruction.

HH(POPMALIUU B COOTBETCTBUU C JCHCTBYIOIIMMHU B JAHHBIH
MOMEHT BPEMEHHU CTaHgapTaMu Oe30MacHOCTU (BKIOYas
XpaHCHUE, YTWIM3ANUI0 U (U3UYECKYIO Mepefadyy CMCHHBIC
HOCHUTEJICH HHPOPMALIUH).

5.6 YnpaBieHnue 1ocTynom

1.

[TocTaBmuK AOMKEH MMETh JTOKYMEHTAIBHO O(OPMIICHHYIO
U JIeHCTBYIOUIYIO TOJUTHKY IO YIPABICHUIO JOCTYNOM Ha
OOBEKTHI, CaWTBl, B CETH, CHCTEMBI, MNPWIOKEHUS U K
MHPOPMALNH/TaHHBIM (BKIII0YAs yIpaBiIcHUE (PH3MUECKUM,
JOTMYECKUM W yJAJCHHBIM  JOCTYIIOM),  IIPOIIECC
aBTOPU3AIMU Ul TIPEAOCTABJICHHS IIOJIH30BATEIHCKOTO
JocTynia W IPUBWIETUHM, HpOLEAYpbl [0 OTMEHE IIpaBa
JOCTyna ¥ [OpUeMJIeMO€  HCIOJIb30BaHUE IPUBUIIETHUI
noctyna Ilepconanom IlocraBuiuka.

[TocTaBmMK J0HKEH UMETh JIOKYMEHTAJIbHO O(OpMIICHHYIO
W JEHUCTBYIOIIYIO TIPOLENYpPY IO pPErucTpanui/oTMeHe
perucTpanyuy MOJNb30BaTeNeH AT TPEJOCTABICHUS IIPaB
JIOCTYTIA.

[TocTaBmuK NOKEH HA3HAYNTH BCE NPHUBWIIETHH JOCTYTIA,
UCXOAsl W3 TMPUHIMIA CIIy)KEOHOH HEoOXOAMMOCTH W
MPUHINIIA HANMEHBIINX TIPUBHIICTHH.

[TocTaBmyUK IOKEH MCHONB30BaTh CTPOTYIO (2-(haKTOpHYIO)
CUCTEMY I/IZLCHTI/Iq)I/IKaHI/II/I AJIA CUCTEMHBIX aIMUHUCTPATOPOB
WIM JIpyruX TOJb30Batesieil, 00JIaalonX BBICOKUMH
MPpUBUIICTUAMH, B TOM YHUCIIC MOJIb30BaTEICH YAaJICHHOT'O
JIOCTyTa, TpH paboTe ¢ CHUCTeMaMH, cojepkamnmu JlaHHbie
Kcell.

[TocTaBmMK  JOMDKEH TapaHTHpoBaTh, uTo IlepcoHai
[TocraBuivka UMeeT JIMYHBIA U YHUKAJIbHBIA HICHTH(PHKATOD
(user ID), wu wWCHONB3yeT COOTBETCTBYIOLIMU  CHOCOO
AyTeHTU(DHKAUWK  JUsI  TOATBEPXKACHHUS W TapaHTHU
HO/UTMHHOCTH MOJIb30BaTEIICH.

[TocraBumk 00s3aH  0e3  HEONPAaBOAHHBIX  3aJEPXKEK

napopmupoBatsh Kcell 006 wusmenenmsx B Ilepconaie
[MocraBuinka, nmetorero goctyn k uadopmanuu Keell.

5.7 Kpunrorpadpus

1.

2.

ITocTaBmuk  AOMKEH  OOECHEeuuTh  Hajuiexaiiee |
s dexkTuBHOE MpUMEeHeHHe KpunTorpadpuu K MHPOpMAIKH,
OTHECEHHOW K KOH(PUACHIMATLHOW W TalHOW (Hampumep,
[lepconanpHbIC TaHHBIE) B COOTBETCTBHH CO CXEMOW
knaccupukamun koHpuaeHnuanpHoctn mHMGopMmarmu Kceell
KaK MOJIpOOHO U3JTI0KCHO HUXKE.
[MocraBmumk JOJDKEH
KpUNTOrpaUIecKuX KITFOUCH.

o0ecneunTh 3aluTy

5.8 JlmuHasi Ge30macHOCThL M 0€30MACHOCTH OKpY:KaIoIIei

1.

cpeabl
[MocraBmmk  moymkeH  obecneunth  3ammty  CpencTs
00paboTkn WHPOpPMAIIUK OT BHENITHUX U OSKOJOTHYECKHX
YTPO3 1 OTMACHOCTEH, BKIFOUask Mepedou 3JIeKTpocHaAOKeHNS /
HeIoJIaJIKW B 9JIEKTPONPOBOJKE U JPYrHe HapylIeHus,
BbI3BAHHBIX OTKa3aMu SHepreruueckux cucrem. Croja
OTHOCHTCS (PH3MUYCCKUI MIEPUMETP U 3aIIHUTA JOCTYIIA.

[TocTaBmMK N1OJDKEH 3alUINaTh TOBApHI, MOJYYEHHbBIC HIIH
ornpasiieHHble 0T umenu Kcell, or kpaxu, MaxuHauui u
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5.8.1 Admission to Kcell's premises and Kcell’s leased

premises

The Supplier’s admission to Kcell's premises and property (such
as datacentre buildings, office buildings, technical sites) is
subject to the following:

1.

5.8.2

The Supplier shall follow local regulations (such as
regulations for “restricted areas”) for Kcell‘s premises
when performing the assignments under the Agreement.
Supplier Personnel shall carry ID card or a visitor’s badge
visible at all time when working within the Kcell's
premises.

After completing the assignment, or when Supplier
Personnel is transferred to other tasks, the Supplier shall
without delay inform the Kcell of the change and return any
keys, key cards, certificates, visitor's badges and similar
items.

Keys or key cards shall be personally signed for by
Supplier Personnel and shall be handled according to the
written rules given upon receipt.

Loss of the Kcell’s key or key card shall be reported
without delay to the Kcell.

Photographing in or at the Kcell’s premises without
permission is prohibited.

Kcell’s goods shall not be removed from Kcell‘s premises
without permission.

Supplier Personnel shall not allow unauthorized persons
access to the premises.

In the event of Supplier personnel’s non-compliance with
the agreement, Kcell is entitled to deny, with immediate
effect, the access to Kcell's premises and to request all
keys, key cards, etc., handed out to be returned without
undue delay.

General rules concerning Kcell’s premises

Supplier’s Personnel shall adhere to the following general rules
regarding Kcell’s premises

1.

2.

Smoking is prohibited on Kcell’s premises, with the
exception of dedicated smoking areas.

Consumption of alcohol or drugs (other than prescribed
pharmaceutical drugs) on Kcell’s premises is prohibited.
Spending the night on Kcell’s premises or parking caravans
or similar vehicles on Kcell’s property is prohibited without
previous consent.

No space in Kcell’s premises may be used by staff as
storage rooms, unless otherwise agreed.

The use of computers, telephones, printers, fax machines or

paspylIeHHs.

5.8.1 Homyck k momemenusm Kcell

apenioBanubimM Kcell

Homyck IlocraBumka Ha Tepputopuio u k umymiectsy Kcell

(3manmss  nentpa 00pabOTKM JaHHBIX, O(QUCHBIE 3]aHUS,

TEXHUYECKN CANTBI) ODKHO OCYIIECTBIATHCS C COOIIOCHHEM

CJICTYFOIINX MTPABHUII:

1. Tlpwu BeIMOTHEHUM 33aJaHUs B COOTBeTCTBHU ¢ Cornamenunem,
[MocraBmuk 00s3yeTes coOmoaaTh TpeOoBaHMUS
HaIlMOHAIILHOTO 3aKOHO/IATEIbCTBA (manpumep,
3aKOHOJATEIhCTBA B 00JIACTH 30H OTPAHUICHHOTO JOCTYIIA).

2. Tlpu pabore B momemenusx Kcell, TTepconan IToctaBmmka
o0si3aH  MMeThb 1npu cede UM  TOCTOSHHO  HOCHTh
YIOCTOBEpEHHE JIMYHOCTH WJIM TIPOIMYCK MOCETUTENsS Ha
BUJIHOM MECTE.

3. Ilo okoHYaHWM BBINIOJIHEHMS] 3aJaHus, WIM B Ciydae
HarpaBieHust [lepconana IlocTaBmuka Ha pemieHne APYTrUX
3amaq, [locraBuK 0O0s3aH HE3aMEUIUTENBHO YBEIOMHUTH
Kcell o TakoM wH3MEHEHMM M BepHYTh WIM HW3MCHHTb
pacmpezneneHue KITFOUEeH, MarHUTHBIX KITIOUeH,
YIOCTOBEPEHHH, MPOITYCKOB MTOCETUTENCH M APYTUX CPEIICTB
UICHTU(DHUKAIIAH.

4. Kirouu WM MarHWTHbBIE KIIFOYM JIOJDKHBI OBITH O(OpMIICHBI
WHJMBHUYalIbHO JUISl OTPEJIENICHHOTO COTPYAHUKA W3 4ucia
Ilepconana ITocraBimuka, ¥ KJIOYU MU MarHUTHBIE KIIFOUU
JIOJDKHBI HCIIOJIB30BAThCS B COOTBETCTBHU C MUCHMEHHBIMH
NpaBWJIaMH, IPUBEIEHHBIMU HA PACITUCKE B ITOJYYCHHUH.

5. Uudopmamus 06 yrepe kiaroua uix marautHoro kiroga Keell
He3aMeUTUTENbHO JoBoauTes 1o ceeneHus Kceell.

6. dortochremka Ha Teppuropun u obOwnekrax Kcell
COOTBETCTBYIOIIETO pa3pelIeHus 3aIpeieHa.

7. 3amnpemeHo 0e3 COOTBETCTBYIOIIETO pa3pelIeHUs] BEIHOCHUTD
toBapsl, npuHauiexkamue Kcell, ¢ ero teppuropun.

8. [Ilepconamy [IlocraBmmka 3ampemaercs IPEAOCTABISATH
MOCTOPOHHKM JTHIIAM JIOCTYT Ha Tepputoputo Kcell.

9. B cinyuae nHeucnonnenus [lepconanom [TocraBinka yciaoBuit
Cornamennsi, Kcell BmpaBe He3aMeUTEIBHO OTKA3aTh
[TocTaBuiMKy B NMPEAOCTABIEHHHM Ha CBOKO TEPPUTOPHUIO U
moTpedoBaTh BO3BpaTa KIIOYEeH, KIOYeH-kapT U T.1.,
MPE/I0CTaBICHHBIX c yCIIOBHEM BO3BpaTa 6e3
HE0OOCHOBAHHOM 3aI€PXKKH 10 TpeOOBaHHIO/

5.8.2. OO6mmue npaBuia, kacawmuecss nomemenuii Kcell

[Tepconan IlocraBmmka JOJDKEH MPUAEPKUBATHCS CIIETYIOIIMX

o0mmx npaBwi, Kacarommxcs momeniennii Keell:

1. Kypenne B mnomemenmsix Kcell 3ampemeno, 3a
HCKJIFOYEHHEM BBIJICIIEHHBIX MECT JIJIsl KypeHHsI.

2. 3ampemnieHo MOTPEOJICHHE AJIKOrOJsl WM  HAPKOTHKOB
(kpome TpeArMCaHHBIX (hapMaIeBTHYECKUX IMPErapaToB) B
nmomenienusax Kcell.

3. HouéBka B nomemienusix Kcell miam Ha CTOSIHKax >KHIIBIX
MIPUIIETIOB WJIM QHAJOTHUYHBIX TPAHCIOPTHBIX CPEACTB Ha
teppuropunn  Kcell — 3ampermaercs  0e3  moiydeHus
MIPEABAPUTEIHLHOTO COTIIacusl.

4. Hw onna u3 30 Ha Tepputopun Kcell He Moxer ObITH

H MNOMCHICHUAM,

0e3
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10.

11.

12.

13.

any other equipment owned by Kcell is prohibited other
than to the extent of the agreement otherwise agreed.
Property of Kcell shall not be removed from Kcell premises
without permission.

Photographing in Kcell’s premises is prohibited without
permission.

If the work the Supplier is going to perform involves risk
for dust, noise, vibrations or fire, the Supplier shall obtain
Kcell’s permission for such action(s) in advance.

Alarms such as such fire alarm, burglar alarm and distress
alarm are only to be disabled after permission from Kcell.
Restoration of alarm system shall be done without undue
delay after work has been completed. Procedures and
responsibilities before, during and after the disabling of the
alarm are to be specified in the agreement and conform to
local laws and regulations.

The Supplier is responsible for keeping windows and doors
locked within the work area and that no unauthorized
persons can access the premises.

The Supplier's Personnel shall keep their working places
neat and tidy. Litter and packaging material shall be
promptly removed and discarded at a location specified by
Kcell.

Emergency equipment or fire escape routes shall not be
blocked as a result of Supplier activities.

Supplier shall give its personnel safety training before they
start working in the Kcell’s premises.

5.9 Operations security

1.

The Supplier shall have an established change management
system in place for making changes to business processes,
Information Processing Facilities and systems. The change
management system shall include tests and reviews before
changes are implemented, such as procedures to handle
urgent changes, roll back procedures to recover from failed
changes, logs that show, what has been changed, when and
by whom.

The Supplier shall implement malware protection to ensure
that any software used for Supplier’s provision of the
deliverables to the Kcell is protected from malware.

The Supplier shall make backup copies of critical
information and test back-up copies to ensure that the
information can be restored as agreed with the Kcell.

The Supplier shall Log and monitor user’s activities,

10.

11.

12.

13.

UCIIONIb30BaHA COTPYJHHMKAMH B KadeCTBE CKJIAJCKUX
TIOMEIILIEHUH, €CIIM CTOPOHAMHU HE YCTaHOBJIEHO HHOE.
3amnperieHo HUCMoIb30BaHHE KOMITBIOTEPOB, Tele(OHOB,
MIPUHTEPOB, (HAKCOB WM JIOOOr0 JPYroro o0OpyIOBaHMUS,
npunaiexkaiero Keell, 3a nckiovyenuem cirydyaes, Korjia B
JIOTOBOPE TIPETyCMOTPEHO NHOE.

CobctBernnocts Kcell He MokeT OBITH ymajeHa W3
momerienus Keell 6e3 pasperrenus.

dortorpaduposanne B nmomenieHnsx Kcell 6e3 paspemerns
3aMpeIeHO.

Ecrmm mpm mpomsBoacTtBe paboT, Kotopeie I[locTaBmimk

JOJI2KECH BBITIOJTHUTD, €CThb OIIaCHOCThb 3allblJICHUA,
BO3HUKHOBEHHSI IIyMa, BUOpaIMy WiK noxkapa, [locraBmuk
o0si3aH  3apaHee nNoNyuuTh paspemenune Kcell s
OCYIIECTBIICHUS TaKUX paboT.

CI/IFHaJ'II/ISaHI/IH, TaKasgd KaK [IIOKapHasd  CUTHaJIu3alus,
OXpaHHas CHUTHAJIM3ALMs W CHCTEMa OIOBCIICHHS O

OeICTBUM, MOJKET OBITh OTKIIIOYEHA TOJBKO C Pa3peIICHUS
Kcell. Cucrema oxpaHHOW CHTHaTU3aIlMHd JOJDKHA OBITH
HE3aMEIJITNTEIFHO  BOCCTAHOBJIICHA TIOCIE  3aBEpIICHUS
pabot. I[Ipomemypsl U ASHCTBUS, OCYIIECTBIIEMBIC 1O, BO
BpeMsI U TIOCJIC OTKJIFOUCHHUS CUTHAJHM3AINH, TOJDKHBI OBITh
yKa3aHbl B JIOTOBOPE M B COOTBETCTBHM C MECTHBIMU
3aKOHAMH U TPaBHIIAMH.

ITocTraBmiMK HECET OTBETCTBEHHOCTh 3a TO, YTO OKHA M
nBepu B paboueil 30He OyayT HaXOIUTBCS B 3aKPHITOM
COCTOSIHUM, a TaKXe O0CCICYUTh  HEBO3MOXKHOCTD
MOJIYYEHHUS TOCTYI B IOMEIICHUS [TOCTOPOHHUM JIUI[AM.
[lepconan mocraBImIMKa JODKEH COIEpPKaTh CBOM paboune
MeCTa B YHCTOTE M TOpsakKe. Mycop M yIIaKOBOYHBIH
MaTepuasl OJDKHBI OBITh HE3aMEUIMTENBFHO YHAJICHBI W
BBIBE3CHBI Ha MeCcTO, KOTopoe yka3aHo Kcell.

ABapuiiHOoe 000pyZOBaHHS WM 30HA HBAKyallid B CIIydac
mo’kapa He JOJDKHBI OBITH 3a0JIOKMPOBAHBI B PE3yJbTaTe
nesitesbHOCTH [locTaBIINKA.

ITocTaBIMK JOJDKEH TMPOBECTH JJIi CBOETO IEepPCOHAA
oOy4yeHHe TEeXHHKE 0e30MacHOCTH ITepe]] HadajaoM padoT B
nomerienusix Keell.

OneparuBHas 0€30NMaCHOCTh

[locTraBmMK JODKEH HMMETh JICHCTBYIOIIYIO — CHCTEMY
VIOpaBJICHUS W3MCHCHUSMHU JJIsi BHECCHUS HW3MCHCHHU B
6uznec mponeccsl, CpeacrBa o00paboTkn uHDOpMaNUH
00BEKTOB U cucTeMbl. CHCTeMa YIPaBIICHUS H3MCHCHUSIMH
BKIIIOYaeT B ce0s TEeCThI M O030pBI, MPEIIICCTBYIOIINE
BHEJIPCHHIO W3MCHCHHMW, HAIpHUMEp: MPOIEIypsl IO
00paboTKe CPOYHBIX M3MEHEHUH; MPOLIEAYPHI IO BO3BPATYy B
HCXOIHOE COCTOSIHHE TII0C/Ie OE3yCICIIHBIX H3MEHCHH;
JKYPHAJIbI, OTPaKAIOIINE BHCCCHHBIC HM3MEHCHUS W KEM W
KOT/1a OHH OBLIIM BHECEHBI.

[TocTaBmIUK  JOMKEH HMMETh  CHUCTEMY  3alluThl  OT
BPEIOHOCHBIX MPOrPaMM, YTOOBI TAPAHTUPOBATD, YTO JIFO00E
MIPOTPaMMHOE obecrieucHue, UCTIOJIb3yeMOe JUTS
npegoctaBieHuss  [locTaBImIMKOM — yciiyr/MaTepuaioB IO
Cornamenuio B nonb3y Kcell, 3ammiieHo ot Bpe1oHOCHBIX
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exceptions, faults and information security events and
regularly review these. Furthermore, the Supplier shall
protect and store (for at least 6 months) Log information,
and on request, deliver monitoring data to the Kcell.

The Supplier shall manage vulnerabilities of all relevant
technologies such as operating systems, databases,
applications proactively and in a timely manner.

The Supplier shall establish security baselines (hardening)
for all relevant technologies such as operating systems,
databases, applications.

The Supplier shall ensure development is segregated from
test and production environment.

5.10 Communications security

1.

The Supplier shall implement network Security Controls
such as service level, firewalling and segregation to protect
information systems.

The Supplier shall ensure that voice communication
classified as confidential and secret (as further detailed
below) is secure this means that un-encrypted
communication may not be used.

5.11 System acquisition, development and maintenance

(when software development or system development
is provided to the Kcell by Supplier)
The Supplier shall implement rules for development
lifecycle of software and systems including change and
review procedures.
The Supplier shall test security functionality during
development in a controlled environment.

5.12 Supplier relationship with sub-suppliers

1.

The Supplier shall reflect the content of these Security
Directives in its agreements with sub-suppliers that perform
tasks assigned under the Agreement.

The Supplier shall regularly monitor, review and audit sub-
suppliers compliance with the Security Directives.

The Supplier shall, at the request of the Kcell, provide the
Kcell with evidence regarding sub-supplier’s compliance
with the Security Directives.

5.13 Security Incident management

7.

IIPOTPaMM.
ITocTaBmUK AOJKEH CO3[aBaTh Pe3epPBHBIC KOMMU BajKHOU
nHdopmanum, a Takke MPOBOANUTH TECTUPOBAHUE PE3EPBHBIX

KOMUI C [eNbl0  BOCCTAHOBJICHUS HMH(DOPMALMIO  II0
coracoBanuio ¢ Keell
[MocraBmuk o0s3aH Bectm y4eTr W OCYIIECTBIATH

MOHHUTOPHHT JIeHCTBHI TTONB30BATENs, HCKIFOUCHHUH, OINO0K
1 coOBITHIT WH(POPMAIIMOHHON 0E30MacHOCTH W PETYISIPHO
npoeepsATh uX. Kpome Toro, IlocTaBmMK JOJDKEH
obecrieunBaTh 3aIIUTy M XpaHEHWE (B TCUCHHWE HE MeHee 6
MecsIeB) YdeTHoW WH(GOpPMAIMU U TIO 3alpocy IMepeaaBaTh
nauubie Monutopunra B Kcell.

IlocTaBIMK [OJIKEH aKTMBHO U CBOEBPEMEHHO YIPABIIATH
(hakTopamu YA3BUMOCTHU B OTHOILIEHUH BCEX
COOTBETCTBYIOLIUX TeXHOJ’IOFHﬁ, TaKMX KaK OIlCpallMOHHBIC
CHUCTCMBI, 0asnl JaHHBIX, ITPUJIOKCHUA.

[TocTaBmuK  AOMKEH  YCTAaHOBUTH  Oa3oBbIE  ypPOBHH
Oe3omacHOCTH (ycumenue 3aIIUTHI) TUTS BCEX
COOTBETCTBYIOIINX TEXHOJOTHH, TAaKMX KaK ONEPAalUOHHbBIC
CHCTEeMBI, 0a3bl JaHHBIX, TPUIIOKCHNUS.

[TocTaBmuKk mOMKEH OOECHEYUTh pa3rPaHUUCHHE MEXKILY
TECTOBOW U MPOU3BOACTBEHHOMN CPEOH.

5.10 Be3onacHOCTDL CBA3H

1.

[TocTaBmMK JODKEH BHEIPUTH CPEICTBA KOHTPOJS Haj
ceTeBoil 0€30MacHOCThIO, TAKHE KaK YPOBEHb 00CITYKHBaHUS,
MEXKCETEeBOM  9KpaH W cerperauust  Juisi  3allUThI
MH(OPMALMOHHBIX CUCTEM.

[TocTaBmuK JODKEH O0ECIEYNTh 3aIMUTy U 0e30MacHOCTb
rOJIOCOBOH KOMMYHHKAIlMM, OTHECEHHOH K KaTeropuu
KOH(HICHIIMATHHON U CeKpeTHOH MHpopMmanuu (Kak Ooiee
HOAPOOHO OIMCAHO HIKE), T.C. 3alPEIICHO HCIIOJIb30BaHHE
cBs3u Oe3 mudpoBaHus.

5.11 lpuodperenue, pa3padoTKa U COMPOBOKIEHNE CHCTEMBI

(mpu  paspadorke IlocTaBIIMKOM  NPOrpPaMMHOIO
obecneuenus uiau cucremsl 1ist Keell)
HOCTaBH_[I/IK JOJIDKCH BHEAPUTH IpaBuja JUIA BCEro
JKU3HECHHOTO LUKIIa pazpaboTku IIPOrpaMMHOI0
obecrieueHus u CUCTEM, BKJIIOYasd MpOUCAYPbl UBMCHCHUSA U
o630pa.
[MTocTaBmuk 00s13aH HPOTECTUPOBATH ¢dyHKIIMH

Oe3omacHoCTH B mporecce pa3pabOTKH B KOHTPOJIMPYEMOM
cpezne.

5.12 Ornomenust [locTaBmukam ¢ cyomoapsaIanKamMu

1.

[TocTaBmMK JOJDKEH OTpaXkaTh COJIEP)KaHWE HACTOSIINX
JupektnB 1o  Oe3omacHOCTH B JIOTOBOpax  C
cy6n021p5[21q1/11<aM1/1, MPUBJICYCHHBIMU K BBITIOJTHCHUIO 3a/1a4 B
cooTBeTcTBUH ¢ Cornaiienrem.

ITocTaBmuk 00s13aH peryisipHo KOHTPOJIMPOBATh,
aHaJIM3MPOBaTh W  IMPOBOJMTH TPOBEPKY  COOIIOJCHUS
cybonoapsmunkamMu TpeboBaHUM JIUPEKTHB 10 OE30MMaCHOCTH.
[MocraBumk o6s3aH, mo Tpebosanuio Kcell, mpemocraButh
JIOKa3aTeIbCTBa coOuroieHus cyOnonpsIuuKaMu
TpeboBaHuit IMpeKTUB 110 6E3011aCHOCTH.

5.13 VYmnpasiieHue HHOHAEHTAMH 0€30MACHOCTH
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1. The Supplier shall have established procedures for Security | 1. TIlocraBuMk JODKEH HMETh JCHCTBYIOIIHE MPOLEAYPHI MO
Incident management. YpaBieHus! THIUACHTaMHU O€30MacCHOCTH.

2. The Supplier shall report security related incidents to the | 2. TloctaBuk 00s3aH CBOEBPEMEHHO U TOUHO coobmaTte Kceell
Kcell without any unjustified delay in an effective and 00 MHIUAEHTAX, CBA3aHHBIX C HAapyIICHHEM Oe30MacHOCThIO,
accurate manner. 6e3 He0OOOCHOBAHHOM 3aJIEPKKH.

3. The Supplier shall provide the Kcell with support in case of | 3. TlocraBmmk momKeH okassiBarh copeiictBue Keell mpu
forensic investigation. TIPOBENICHAH CYIeOHOM 3KCIIEPTH3HI.

5.14 Business continuity management 5.14 Ynpas/ieHHe HeNMPePHLIBHOCTHIO OM3Heca

1. The Supplier shall identify business continuity risks and | 1. TlocraBumk mOMKEH BBISABIATH PUCKH, CBA3aHHBIC C
take necessary actions to control and mitigate such risks. HETIPEPBIBHOCThIO OWM3HECA, W TPUHUMATH HEOOXOINMBIC

2. The Supplier shall have documented processes and routines MEpBI JUTsI KOHTPOJIS U CHIDKCHHS TAKHX PUCKOB.
for handling business continuity. 2. TlocTaBUIMK MOJKCH MMETh JOKYMEHTAJIBHO O(POPMIICHHBIC

3. The Supplier shall periodically assess the efficiency of its TPOIECCHl M MPOLEAYPHI I 00CCIICUCHHUs HEMPEPBIBHOCTH
business continuity management, and compliance with OusHeca.
availability requirements (if any). 3. TlocTaBOIMK MJODKCH TMEPUOAMYCCKH TMPOBOIMUTH OIICHKY

4. The Supplier shall regularly test measures securing the 9 PEKTUBHOCTH YIPABICHUS HEMPEPHIBHOCTHIO OH3HECA |
delivery of services if such are put in place. coOumoieHre TpeOOBaHU MO JAOCTYMHOCTH (TIPH HAUYUH

TaKOBBIX).
4. TlocTaBIIMK JOJDKEH PETyJSIPHO IPOBEPATH MEphl 10
00€ECIICUCHHIO OKa3aHHsl YCIIYT, IPH UX HATHYHH.

5.15 Compliance 5.15 Cob.atoneHue TpedoBaHmMii

1. The Supplier shall comply with all relevant legislation and | 1. TlocraBuk [OMWKEH COOJIOAATh BCE COOTBETCTBYIOIINE
contractual requirements including but not limited to 3aKOHO/IATCNbHBIC aKThl W JIOTOBOPHBIC — TPeOOBaHHUS,
Personal Data protection. BKJIIOYAs, HO HE  OrPAaHMYMBAsCh  OTHM,  3aIUTY

2. The Supplier shall, on request, provide the Kcell with a [TepcoHasbHBIX AaHHBIX.
compliance status report with regards to these Security | 2. TlocraBmuk moikeH, mo 3ampocy, npenocrasuts Kcell otuer
Directives without any unjustified delay. 0 COOJIOIEHUH TPEOOBAHMIA, YCTAHOBJIEHHBIX HACTOSIIUMHE

3. The Kcell has the right to audit how the Supplier and its JupektuBamMn 10 Ge3omacHOCTH 0e3 HEOOOCHOBAHHOIM
sub-suppliers fulfil the Security Directives or corresponding 3aJIePIKKH.
requirements. 3. Kcell BopaBe  mnposepsrts  IlocraBuika u  ero

CyONOAPS/IYMKOB Ha MpeIMeT BBIIOMHEHHS J{UPEeKTHB MO
0€30I1aCHOCTH WJIM MHBIX COOTBETCTBYIOIIHX TPeOOBaHUI.

6 IT SECURITY 6 IT BE3BOITACHOCTb

The Supplier’s environment TpeboBanus k pecypcam I[locTaBmmka

1. The Supplier’s hardware and/or software which are used for | 1. OGopymnoBanue u/uiu POrpaMMHOE obecrieueHne
processing Kecell’s information shall have appropriate [TocraBiinka, KOTOpBIC HCIOJB3YIOTCSA IS 00pabOTKU
information security protection in place, as set forth by nadopmanmu  Kcell, T0KHBI HMETh COOTBETCTBYIOIIYFO
legislation, regulations and industry best practise (e.g. JIEUCTBYIOIILY O 3aIUTY uHpOpMaIUH or
Security administration routines for malware protection, HECAHKI[MOHUPOBAHHOTO [OCTYyMa, KaK 3TO MPEIyCMOTPEHO
Patch management, User authentication, Access control, 3aKOHOJATEIbCTBOM,  TMOJOKCHUSMH W TIEPETOBBIMH
Confidentiality  protection, Incident detection, Log OTpaclIeBBIMM  NpAKTHUKaMH  (HampuMmep,  MPOrpaMMBI
management , Disaster recovery, Key management, yrpaBiieHus] 0e30MacHOCTH Ui 3alllUThl OT BPEIOHOCHOTO
Network security management and Physical protection of I10, yIpaBJeHUE IPOTPaMMHBIMHU BCTaBKaMH,
IT-resources). ayTeHTU(UKALHKS TT0JIb30BATENIeH, KOHTPOJIb JIOCTYIA, 3aIlUTa

2. Services or software harmful for the processing of data or OT packpbITHs MH(OpMaLUK, OOHAPYKEHHWE W PErucTpanus
the operation of the system shall not be installed or active in ABAPUIHBIX CUTYAIUi, YIPABJICHHUE KypPHAIAME PErHCTPAIINH,
the systems used for performing the tasks defined in the obecrieueHre (YHKIHOHUPOBAHUS B CIydae UPE3BBIUAWHBIX
agreement. CUTyaluH, yIpaBJeHUE KJIFOYaMH, YIIPaBIEHUSA

3. Systems storing and processing data shall be set up and 0€301acHOCThIO ceTH U (pusndeckas 3amuta IT-pecypcos).
“hardened” according to the software vendor’s | 2. CepBHCHI WK MPOrPaMMHOE OOCCIICYCHHE, HAHOCSIINAEC BPEI
recommendation and best practices. JAHHBIM TIPH UX 00pabOTKe WITH SIBISIOIIHECS TyOUTETbHBIMU

4. The Supplier shall have a continuity plan for the production Juisi pabOThl CHCTEMbI, HE JIOJDKHBI YCTAHABJIUBATBHCS HWIIN
environment used when providing services. AaKTHBHU3UPOBATBCS B CHUCTEMaX, MCHOJB3YEMBIX IS

5. The Supplier shall ensure that the Supplier’s own BBINOJIHEHUS 3aJ]a4, ONPEAEIEHHBIX B IOTOBOPE.
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environments used for functions specified in the agreement
are monitored in such a manner that events violating
information security are detected and traceable to a specific
person. If agreed between Kcell and Supplier, monitoring
data shall be transferred to Kcell.

6. The Supplier shall ensure that backups of the information
processed on behalf of Kcell by the Supplier are taken, and
that such backups are restorable when the information is
handled in the Supplier’s environment.

7. Backup copies shall be handled with the same
confidentiality as the original data. Backup copies shall be
stored separated from the original data to prevent
simultaneous destruction of both original data and the
backup copy in a disaster situation.

8. The Supplier shall keep audit trails according to legislation
or as otherwise defined in the agreement. The Kcell must,
without delay, get access to relevant audit trails relating to
the Kcell when managing security incidents.

9. System administrators or other high privilege users shall
authenticate using strong authentication (2-factor).

10. Remote access users shall be authenticated using strong
authentication when accessing the system from untrusted
networks.

11. Laptops and removable media shall be encrypted if used or
moved outside of the Suppliers facilities.

Kcell’s environment

1. Equipment and IT functionality supplied by Kcell shall only
be used for performing agreed services.

2. Equipment and IT functionality supplied by Kcell shall be
handled according to Kcell’s instructions.

3. The Supplier shall protect Kcell assets in its care from
accidental losses or theft.

3. Cucrembl XpaHeHUs W OOpaOOTKM JAaHHBIX JOJDKHBI OBITH
pa3paboTaHbl M YCHIICHBI B COOTBETCTBHU C PEKOMEHAAIHSIMHU
MOCTABIIMKA IPOTPAMMHOTO OOECHEYeHUS! W IIEPEAOBBIMH
MPaKTHKAMH.

4. TloctaBmMK  JOJDKEH ~ WMETh  IUIAaH  OOECIEeYEHUs
HETIPEPHIBHOCTH  (DYHKIIMOHUPOBAHUSI IPOW3BOJICTBEHHOTO
000pyIOBaHUsI, HCIIOIb3YEMOTO MPH MTPEAOCTABICHUN YCIIYT.

5. TlocTaBmMK HOMKEH NPENOCTaBUTh TapaHTHH B TOM, 4YTO
cobctBeHHBIE pecypebl IlocTaBmmnka, HCIOIB3yeMbIE IS
OCyWIECTBJICHHS ~ (YHKIMH, YKa3aHHBIX B  JOTOBODE,
KOHTPOJIMPYIOTCS TaKUM 00pa3oM, YTO COOBITUSI HApyIICHUS
nH(opMaMOHHOI 0€30MacCHOCTH MOT'YT OBITh OOHAPYKEHBI U
OTHECEHbI K KOHKpeTHoMy Juily. [lo coriacoBaHuio mMexuy
Kcell u ITocTaBukoM, NaHHBIC MOHHUTOPHHIA MEPEAAIOTCS
Kcell.

6. IlocraBmmk o00s3aH 00ECHEUUTh pPE3EPBHOE KOIUPOBAHHE
nHpopmanmyu,  oOpabateiBaemoir ot  mMeHum  Kcell
[TocTaBmMKOM, ¥ BO3MOXHOCTH BOCCTAaHOBJICHHS TaKHX
PE3epBHBIX KOMUH mpu 00paboTke nHPOpManuu B cpene
[locraBmuka.

7. Pe3epBHBIC KOITUH JOJKHBI 00pa0aThIBATHECSA C COOTIOICHUEM
AQHAJOTUYHBIX TpeboBaHMit co0moieHuA
KOH(UICHIIMAIBHOCTH, KaK M Ipu 00pabOTKe HCXOIHBIX
JIaHHBIX. Pe3epBHbIC KOIUM JAOJHKHBI XPAHUTHCS OTICIBHO OT
WCXOIHBIX JIAHHBIX JUISl TPEJOTBPAILCHHST OJHOBPEMEHHOI'O
YHUYTOXKCHUS, KaK HMCXOJHBIX JaHHBIX, TaK M PE3EPBHBIX
KOIIUH, IIPY BO3HUKHOBEHUH YPE3BbIUAHONW CUTYALIUU.

8. TlocraBuiyk 00s13aH XPaHUTb )KYpPHAJIBI PETUCTPAILIMN COOBITHIT
B COOTBETCTBHM C 3aKOHOZIATEILCTBOM WJIM MHBIM 00pa3om,
Kak orpezeneHo B porosope. Keell 1omkHO He3aMeUTEIHHO
MOJYyYUTh  JIOCTYH K  COOTBETCTBYIOLIMM  JKypHaJIaM
peructpanuu coObITHH, MMeronmx oTHomenue k Keell, mpu

paccMOTpeHUH " YpEryJIupoBaHUuH MHLHUJICHTOB
MHPOPMAINOHHOW 0€30ITaCHOCTH.

9. CucremHsble AJIMUHUCTPATOPBI u Jpyrue
BBICOKOTIPHBHJIETMPOBaHHBIE TI0JIb30BATENIN JIOJKHBI

OCYLIECTBIISITh AYTEHTH()UKAIMIO C UCIIOJIb30BAHUEM CTPOTOit
(2-x dakTopHOiT) ayTeHTH(HUKAIHH.

10.ITonp30BaTeNid  yOAIEHHOTO JIOCTYNA yCTAHABIMUBAIOTCS C
UCIIOJIb30BAHUEM CTPOTOH ayTEeHTU(UKALUK TPH JOCTYIE K
cHCTeMe M3 HeHAIEKHBIX CeTeH.

11. HoyrOyku 1 mepeHOCHbIE HOCUTENHN TIO/JIekaT MU(pPOBAHHIO
NPU  WCHOJB30BAaHUM WM TEPEeMEIICHHIO 3a MpeJelbl
nomemnenni ITocTaBimka.

6.2 TpedoBaHus k pecypcam Kcell

1. Ob6opynosanne n UT-QpyHKIIMOHAIEHOCTD, MPEIOCTABISIEMbIC
Kcell, momKHBI HCHOIB30BATHCS TONBKO IS BBITOTHEHUS
COTJIACOBAHHBIX YCITYT.

2. O6opymoBanue u |T-QyHKIHOHAIBEHOCTD, MPEIOCTABIISIEMBIC
Kcell, mOmMKHBI SKCIUIyaTHPOBATHCA B COOTBETCTBHH C
uHcTpykumsamu Keell.

3. TocraBmuk noymkeH odecneunts 3amuty aktuBoB Kceell, mpu
OKa3aHUM MOJICPKKM B 3alUTe OT CIy4alHOW MOTEpH HIIH
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6.1 INFORMATION SECURITY

1.

The Supplier shall ensure the security of information

handled by the Supplier and related to Kcell. The Supplier

shall act diligently and according to applicable local law

when handling Kcell's information.

All Confidential Information provided by Kcell must, when

handled by the Supplier, be subject to the following rules:

= Paper documents, removable media etc., shall be kept in
safe control of an authorized person and handled
according to Kcell’s Security Classification instruction
or according to Kcell’s general information security
procedures.

= Voice communication of information belonging to Kcell
shall be performed in a secure manner. This means inter
alia that analogue wireless telephone systems,
unencrypted public 1P telephony or unencrypted
communication radio may not be used. Communicating
information from public premises is not allowed.

= Data communication of Kcell information shall be
performed in a secure manner (e.g. using end to end
encryption during transmission, using communication
links trusted by Kcell or using security measures in
generally used software). Exception from this rule
requires Kcell’s written consent.

= The Supplier’s Personnel may under no circumstances
deliberately try to access information not needed for the
assignment agreed upon, or information for which the
Supplier’s Personnel is not granted access. If any person
of the Supplier’s Personnel unintentionally gains
unauthorized access to information, this shall promptly
be reported to Kcell.

Regarding handling of information, the Supplier is only

allowed to copy or reproduce information on data files, hard

copy or other tangible media as part of tasks performed for

the Kcell.

The person producing copies for personal use (working

copy) is responsible for their destruction when they are not

to be used anymore.

Copy or reproduction shall not be done in such a way that

marking of owner of information or security class is

removed.

The Supplier shall always handle information on data files,

hard copy or other tangible media in such a way that

considerable effort is required from unauthorized persons to

gain access to the information, regardless of if the

information is handled within the Supplier’s premises or

not.

The Supplier shall ensure that the information handled by

the Supplier and related to the agreement is not mixed with

information not related to the agreement.

Data used in production shall never be used in development

or test. However, if test data cannot be used, the system

shall comply to the same security requirements as the

1.
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KPaXku.
6.1 Uudopmannonnasi 6e30MacHOCTH
[MocTaBmuk JIOJDKEH obecrieunThb 0e301acHOCTb
nHPOpPMALNH, obpabaTriBaeMOi [NocraBmukom "
otHocsmeiics kK AO «Kcemn». IloctaBmmk  00s3aH

JelCTBOBaTh JOOPOCOBECTHO U B COOTBETCTBHU C MECTHBIMH
3akoHaMH Tipu 00padoTke nHpopMmarmu AO «Kcemmy.
Bes Kondunennmansnas wHbOpMAIms, MTpeaoCTaBICHHAS

AO «Kcemm», AOMKHA COOTBETCTBOBATH  CIICAYIOIIUM
TpeboBaHusaM mpu e€ 00padoTke [locraBiukom:
e JlokyMeHTBI Ha OyMaKHbIX HOCHUTEJSX, ChEMHBIC

HOCHUTEJIM MH(POPMAIMU U T.J., JOJDKHBI XPaHUTHCS MO
CTPO’KAlIIUM KOHTPOJIEM YIOJHOMOYEHHOIO JIMIa MU
o0pabaThIBaThCsl B COOTBETCTBUU ¢ MHcTpykumei 1o
ompenenenuro rpuda cekpernoctn AO «Kcemnm wim B
COOTBETCTBHUHU c o0mumu MIPOLEAYPaMH
nHpopMannoHHo# 6e3omacHocTr AO «Kcemmy.

e TomocoBas mepemaya wHpopMaIHu, oTHOCsIIEHCs kK AO
«Kcemnm», MOMKHA OCYIIECTBIATHCS C COOJIOACHHEM
pekuMa 0e30MacHOCTH. DTO 03HAYAET, CPEIH IIPOUETO,
YTO aHaIOr OeCHpOBOJHBIX TeNEPOHHBIX CHCTEM,
HemppoBanHas obuenocrynHas [P-tenedonus wim
HemM(poBaHHAsl ~ pPagvoCBsI3b ~ HE  MOTYT  OBITh
UCTIOJIB30BaHBbI. Ilepenaua nHdopmanuu oT
OOIIIeCTBEHHBIX TIOMEICHUH HE TOMyCKaeTCsl.

e [lepemaua manubix AO «Kcemr» ocyliecTBiaseTcss B
0e30macHOM pexume (HampuMep, € HCIIOJIb30BAHHEM

CKBO3HOTO MUpPOBAHUS npu  mepernaude, c
WCIIONIb30BAaHMEM KAaHAJIOB CBSA3M, B KOTOpeIX AO
«Kcemm» yBepeH, WIM C UCIOJIb30BAaHHEM Mep
6e3omacHocTH, KOTOpBIE 00BIYHO UCTIONIB3YyeT

nporpaMMHOe obOecrieueHue). VckitoueHue U3 3TOTro
npaBuiIa TpedyeT mucbMeHHoro cornacust AO «Kcemm.
e [Ilepconan IlocraBmuka He BIpaBe HU IPU KaKUX
00CTOSTENLCTBAX HaMCpPECHHO IIbITATHCA TMOJIYYUTDH
JIOCTYN K WHPOpPMAIMH, B KOTOPO HET HEOOXOAMMOCTH
JUIL  BBHITIOJIHCHHS COTJIACOBAHHOTO 3aJaHus, WIH K

nHpopManny, B OTHOUIEHMH  KOTOPOHW MEpCOHATY
[locraBmmka jpoctyn He mnpepocraBisiercs. B ciydae
ecnmu  J000M  coTpysHMK n3  uncina  [lepconana
[MocraBmuka HeTpeHaMepeHHO TOJTYYUT

HECaHKIIMOHNPOBAHHBIM JTOCTYN K MHpopManuu, To AO
«Kcemm» momkeH ObITh HE3aMEIIUTENBHO YBEIOMIIEH 00

ITOM.
OtHOcHuTenbHO 00paboTku  wmH(popMmarwm  [locTaBmuKy
pa3peleHo TOJNBKO KOIMPOBAaHME W  BOCIPOU3BEICHUE

undopmanum, xpaHsiieics B daiiaax AaHHBIX, HA MEYaTHBIX
HOCHTEJISIX WM JAPYTHX MaTepUAbHBIX HOCUTENISAX B paMKax
3aJ1a4, BEITTOJHsIEMBIX 11 AO «Kcemn.

Jluo, mpomzBojsIee KOMMM JUISl JIMYHOTO IOJIB30BAHUS
(pabouast  xomust), HECET  OTBETCTBEHHOCTh 32  HX
YHHYTOXXEHHUE, €CIM OHU OoJIbIIe He Oy IyT HCHOIB30BAThCS.
KomnupoBanue nmim BOCIPOU3BE/ICHHE HE J0JDKHBI ITOBJIEYb 3a
co0oil ynaneHne MapKUPOBKH COOCTBEHHHMKA MH(OpPMALMH
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10.

production system.

Obtaining information for test purposes from a production
environment always requires Kcell’s written consent.

At the ceasing of the agreement, or when an assignment no
longer requires processing of data, the Supplier shall deliver
all data which is related to the processing performed on
behalf of Kcell to the Kcell or, to the extent not possible,
certify destruction of the same.

10.

WA KaTeTrOpuun 06e30MacHOCTH.

[TocTaBmmk  JOMKEH  TPH  BceX  OOCTOATENBLCTBAX
oOpabatbiBate MH(OpManWIo, XpaHALlylocs B (Qainax
JAHHBIX, Ha  TIEYaTHBIX  HOCHUTENSX  WIM  JPYTHX
MaTepuagbHbIX ~ HOCHUTENSX, TakuM 00pa3oM, YTOOBI

MOCTOPOHHHM JIUIIAM MTOTPEOOBAICh 3HAUUTEIBHBIC YCHITHS
Ul TIOJTydeHMsI AOCTyla K WH(pOpManuy, HE3aBUCHMO OT
Toro, obOpabaTpiBacTcs 1M WH(OpMAIS B TOMEIICHUSIX
ITocraBimuyka uim HET.

[TocraBmuk rapanTupyeT, 9T0 HHpOopMaIHs 00padaThIBacTCs
[TocTaBmukoM, u 49ro wnHpOpMAanus, OTHOCSIAsCA K
JIOTOBOPY, HE CMEIIMBAETCsl C MHPpOpMaIMeii, He CBSI3aHHOU C
JIOTOBOPOM.

,Z[aHHI)Ie, HCIOJIB3YEMbIEC B MPOU3BOACTBE, HU IIPU KaAKUX
o0CTOSITENICTBAX ~ HE  JIOJDKHBI ~ HCIOJB30BATHCS IS
pa3paboTKM WM TeCcTHpOBaHWs. Bwmecre ¢ TeM, eciu
TECTOBbIC JAaHHBIE HE MOIYT OBITH HCIIOJNB30BAHBI, TO
cucTeMa JOJDKHA OTBEYATh AHAJIOTHMYHBIM TpPEOOBAaHUSIM

0e30macHOCTH, KOTOpBIE TMPUMEHSIOTCS B OTHOLICHUH
MIPOMU3BOJICTBA.

[MTonyuenne nHGOPMALINY B LENAX TECTUPOBAHUS U3 00TIACTH
MPOM3BOJICTBA  JIOMYCKAETCS TONBKO C  IHCHMEHHOTO

cornacust AO «Kcemmy.

[Ipn mnpekpaiieHud [A0TOBOpa, WM €CJIHU  BBINOJHEHUE
3ajaHusl  Oonblie He Tpedyer 00pabOTKM  JaHHBIX,
[MocraBmuk o06s3an mepenatb AO «Kcemn» Bce naHHBIE,
KOTOpBIE CBSI3aHBI C 0OPaOOTKOM, BBITIOJHSAEMOW OT MMEHU
AO  «Kcemn», wWiIHM, HACKOJILKO 3TO  HEBO3MOJXKHO,
MIPEJIOCTABUTH CBUICTEILCTBO € YHHUYTOKCHUSI.

7 Information Security Confidentiality class description and
handling requirements

Class/ Kiacce

Confidential /
KonduaenumansHas

Description / Onucanue

The unauthorized access or disclosure
of information could damage Kcell, its
organization, critical functions,

7 OmnmcaHue KJIaccOB KOHQUAECHIHATbHOCTH H TpPaBHia
oOpaleHust ¢ KOH(pUIeHUIMAIbHOH nHopManueit

Examples of information types / Ilpumepbl THIIOB
HH(pOpMaNuu

- certain information based on legal requirements e.g. personal
data of customers or employees
- sensitive business plans, strategies and decisions (e.g.
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workforce, business partners and/or its
customers. /

HecankunoHMpoBaHHBIN JOCTYI WU
PacKphITHE HHOOPMAIIHH MOXKET
HaHectu ymep6 Kcell, ee
OpraHU3aIUH, KPUTUICCKHA BaXKHBIM
GbyHKIMIM, pabouei cuite, IeI0BbIM
MapTHEPaM U / WK KINCHTaM.

The unauthorized access or disclosure
of information could cause minor
damage Kecell, its organization,
critical functions, workforce, business
partners and/or its customers. /
HecankuroHMpoBaHHBINA AOCTYI WU
PacCKpbITUC I/IH(i)OpMaI_lI/II/I MOXET
HaHECTH He3HAYMTEJIbHbIN yiepo
Kcell, ee opranusaiim, KpUTHIECKH
Ba)XKHBIM (DYHKLIHUSM, paboueil cuie,
JCJIOBBIM MapTHEPAM U / niIn

KIINCHTaM.

MOKeT
nonytmn;

Kak xpanurtsb

AOCTYII K
HHpopMaLun

Page no.
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marketing plans) /

- OlIpCACICHHAaA I/IH(i)OpMaI.II/IH IpaBOBOI'0 XapakTepa,
HanpuMmep, JAYHBbIC JaHHBIC KIIMEHTOB WIN COTPYAHUKOB

= KOH(l)I/I)IeHI.II/IaJILHLIC 6H3HeC-1'IJIaHLI, CTpaTCeruu U peuICHus
(HampuMep, MapKEeTHHTOBBIC IIJTAHBI)

- information that is meant for Kcell's internal use

- communication materials targeted to all Kcell employees
e.g. related to Kcell organization, strategy, products,
employee services /

- nHpOpMaNWs, IpeTHa3HAUYCHHAS A1 BHYTPEHHETO
ucnons3oBanus Kcell

- I/IH(i)OpMaI_[I/IOHHI)Ie MaTtepuralibl, IPCAHA3HAYCHHBIC IJIA
cotpyauukoB Kcell Hanpumep, CBSI3aHHBIC C OpraHU3aNHEH,
CTpaTeI‘PIeﬁ, HpOHYKHHeﬁ, 06CJ'Iy)KI/IBaHI/IeM COTPYAHUKOB

OLICHUTh
HeoﬁxoamchL B
3amure (MOAXO0,
OCHOBAHHBIM Ha
pHCKax)

nepez[aBaTL HCI0JIb30BAaTh


https://www.kcell.kz/

Kcell

A limited and
controlled group
of persons only

Confidential

Tonbko
OTpaHUYEHHAs 1
KOHmponupyema
A TPpyIIIa JIHIL

KounbunennuanpHas

Kcell Security Directives
OupekTnBbl No obecneyvyeHunro 6esonacHoctu AO «Kcenn»

Confidential / KoHduaeHumnanbHo

Logically and
physically
controlled and
trusted storage*
with strict access
control

Jlornyecku u
¢dusngecku
KOHTPOJIUpyeMOe
XpaHeHue®  mpu
CTpOrom
KOHTpOJIE
JOCTyma

Through
secure
communicati
on channels
or within a
controlled
and trusted
network, or in
a secure
portable
storage*

ITo
3aIAIIEHHBI
M  KaHaJlaM
CBSI3U WJIM 110
KOHTPOJIHPYE
MOH Hu
HaJIeKHOM
CeTH, WJIM Ha
3aIIAIICHHOM
TTOPTATUBHOM
Hakomnurene*
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To be used by
authorized persons
for business
purposes only
within a controlled
workspace or place
protected from
insight and
eavesdropping (by
unauthorized
persons)

Jlist
WCIIOJIb30BaHHUS
YIIOJTHOMOYEHHBIM
u JULAMHA B
KOMMEpPYECKUX
[EeNsIX TOJNbKO B
npeaenax
KOHTPOJIPYEMOT0
pabouero
MPOCTPAHCTBA HJIH
MecTa,
3alIMIIEHHOTO  OT
NPOHUKHOBEHUSI H
MPOCITYIIUBAHUS
(TIOCTOpOHHUMU
JIUTIAMH)

It shall be hard for
unauthorized
persons to get
access to the
information. Only
well motivated
attackers could
dismantle the
protection.

[TocroponHUM
JUIaM TPYAHO
MOJIyIHUTh AOCTYI K
HHpOPMAIHH.
Toibko
3aMHTEPECOBAHHBIC
3II0YMBIIICHHUKA
CIIOCOOHBI
B3JIOMaTh 3aIIUTY.


https://www.kcell.kz/
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Internal Those who Under logical Through To be used by It shall be unlikely
perform work and physical protected authorized persons  for unauthorized
for Kcell JSC access control communicati for business persons to get
on channels purposes only access to the
or within a within a controlled information. Only
trusted workspace or place  motivated attackers
network protected from could dismantle the
insight and protection.
eavesdropping (by
unauthorized
persons)
BryTpennss Te, kto Jlormueckuin wm  Ilo Jnst Bo3moxkHOCTE I
BBITIOJIHSCT CI)I/IBI/I‘—ICCKI/Iﬁ 3aIUINCHHBI HCIIOJIb30BAHUA IIOCTOPOHHUX  JIUI]
pabory mmst AO  KOHTpOIIb M  KaHajlaM  yHOJHOMOYE€HHBLIM MOJYYUTh JOCTYII K
“Keemn” JiocTymna CBS3M WIU MO | JTUAMHA B uH(pOpMaNUU
KOHTPOJIHPYC KOMMCPUYCCKUX MaJIOBEPOSATHA.
Mot U Ue’siXx Toidbko B Tombko
HaIle)KHOﬁ npeaciax 3aMHTEPECOBAHHLIC
CCTHU KOHTPOJIHPYEMOTO 3JIOYMBINIJICHHUKH
pabouero CIIOCOOHBI
NPOCTPAHCTBA HJIM  B3JIOMATh 3aIUTY.
MECTa,

3alMUIIEHHOIO  OT

MPOHUKHOBEHHS H
MIPOCITYIITUBAHHS
(MOCTOPOHHUMH
JIUTIAMH)



https://www.kcell.kz/

